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(57) When enciphered contents information is 
transferred from media A to media B, enciphered key 
information and ID (A) of the media A are recorded as a 
control number of data link ID in a memory of a media 
control unit. The control number is attached to the enci- 
phered contents information and duplicated to the 
media B with the enciphered key information. The enci- 
phered key information read from the media B and the 



enciphered key information read from the media B are 
compared with each other. When they coincide, a differ- 
ential ID (A-B) value which is a differential value 
between media A ID and media B ID is outputted to the 
media B. After the output, the enciphered key informa- 
tion and ID(A) recorded in the memory are deleted. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[0001] The present invention relates to a contents 
information encryption system for recording and repro- 
ducing enciphered contents information enciphered 
with a predetermined contents key and enciphered key 
information obtained by enciphering the contents key for 
use in the enciphered contents information by using 
media ID as ID key. 

[0002] An object of the present invention is to pro- 
vide a contents information recording method for con- 
tents information enciphering system which distributes 
contents information (particularly audio and video data) 
and enables users to transfer the distributed data 
between media while preventing illegal transfer (move) 
and duplication thereof, and contents information 
processing unit, contents information deciphering 
method, contents information deciphering unit and 
media thereof. 

2. Description of the Background Art 

[0003] With a progress of enciphering technology, 
digital contents distribution management method, digital 
contents reproduction method and apparatus therefor 
have been proposed in Japanese Patent Application 
Laid-Open No. 10-269289 as an effective method for 
distributing audio or video digital data through network. 
According to the present invention, a distribution side of 
digital contents processes and compresses digital con- 
tents and sends the processed digital contents, enci- 
phered contents key and enciphered accounting 
information to communication receivers. Money col- 
lected based on contents use information sent from the 
communication receivers is distributed to privilege per- 
sons. On the other hand, a digital contents reproducing 
side deciphers that processed digital contents with the 
contents key and simultaneously expands it to repro- 
duce the original data. Then, data on charge money 
depending on use of the contents and contents use 
information are sent to the contents information distribu- 
tion side. The recorded contents can be carried away to 
other places. 

[0004] Further, Japanese Patent Application Laid- 
Open No.9-25303 has disclosed an information record- 
ing media, recording unit, information transmission sys- 
tem and deciphering unit. The information recording 
media of the present Invention contains enciphered 
information and enciphered key information obtained by 
enciphering key information for deciphering this enci- 
phered information to its original information. Further, it 
contains condition information for deciphering the afore- 
mentioned enciphered information in a non-enciphered 
state. That is, because device information and region 



information are included in control information of the 
enciphered key information, duplication of the enci- 
phered information into HDD or optical disk on user side 
for illegal use is prevented. 

5 [0005] However, according to the above conven- 
tional described system, because media in which the 
contents data is recorded cannot be transferred 
between users (although the media itself can be trans- 
ferred, the contents data recorded in that media cannot 

10 be reproduced properly), user needs to connect 
account control center, data management center or the 
like at least once in order to receive the contents data. 
Further, when a person has plural kinds of media, he 
cannot move data between the media or return the data 

is to any medium after backup of the data while preventing 
illegal transfer and duplication. 

SUMMARY OF THE INVENTION 

20 [0006] Accordingly, an object of the present inven- 
tion is to provide a contents information recording 
method, contents information processing unit, contents 
information deciphering method, contents information 
deciphering unit and media in contents information 

25 encryption system which distributes contents informa- 
tion and enables user to transfer (move) data between 
media while preventing illegal transfer and duplication of 
the distributed data. 

[0007] To achieve the above object, there is pro- 

30 vided a contents information recording method for 
recording enciphered contents information and enci- 
phered key information from a first medium which 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 

35 phered key information obtained by enciphering the 
contents key with information about media ID of the first 
medium as an ID key into a second medium, the 
method comprising the steps of: recording temporarily 
information about the media ID of the first medium in a 

40 predetermined memory other than the first and second 
media, recording the enciphered contents information 
and the enciphered key information the second 
medium, and deleting the enciphered key information 
from the first medium; and recording, in the second 

45 medium, independent ID information comprised of infor- 
mation about media ID of the second medium and 
media ID of the first medium recorded temporarily in the 
memory and deleting, from the memory, information 
about media ID of the first media recorded temporarily. 

so [0008] Further, to achieve the above object, there is 
provided a contents information recording method for 
recording enciphered contents information and enci- 
phered key information from a first medium which 
records the enciphered contents information enci- 

55 phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first 
medium as an ID key into a second medium, the 
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method comprising the steps of: recording temporarily 
information about media ID of the first medium in a pre- 
determined memory other than the first and second 
media in a condition that the information about the 
media ID corresponds to data link ID; recording the 
enciphered contents information, the enciphered key 
information and the data link ID in the second medium 
and deleting the enciphered key information from the 
first medium; and obtaining, based on the data link read 
out from the second medium, information about media 
ID of the first medium recorded temporarily in the mem- 
ory, recording independent ID information comprised of 
information about media ID of the first medium and 
information about media ID of the second medium in the 
second medium, and deleting, from the memory, the 
information about media ID of the first medium recorded 
temporarily. 

[0009] Still further, to achieve the above object, 
there is provided a contents information recording 
method for recording enciphered contents information 
and enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by enciphering the 
contents key with information about media ID of the first 
medium as an ID key into a second medium, the 
method comprising the steps of: recording temporarily 
information about media ID of the first medium and the 
enciphered key information in a predetermined memory 
other than the first and second media in a condition that 
the information about the media ID and the enciphered 
key information correspond to data link ID; recording the 
enciphered contents information, the enciphered key 
information and the data link ID in the second medium 
and deleting the enciphered key information from the 
first medium; obtaining, based on the data link ID read 
out from the second medium, information about media 
ID of the first medium recorded temporarily in the mem- 
ory and the enciphered key information; and comparing 
the enciphered key information read from the second 
medium and the enciphered key information read from 
the memory with each other, and only when the two 
enciphered key informations coincide, recording inde- 
pendent ID information comprised of information about 
media ID of the second medium and information about 
media ID of the first medium read out from the memory 
in the second medium and deleting, from the memory, 
information about media ID of the first medium recorded 
temporarily and the enciphered key information. 
[0010] According to a preferred embodiment of the 
present invention, information about media ID of the first 
media recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read out from 
the first medium, and information about media ID of the 
second media is information based on media ID of the 
second medium read out from the second medium. 
[0011] According to another preferred embodiment 
of the present invention, the independent ID information 



is differential ID information which is a differential value 
between media ID of the first medium and media ID of 
the second medium. 

[0012] According to still another preferred ernbodi- 
s ment of the present invention, the predetermined con- 
tents key is common key or public key, and the ID key is 
common key using media ID of the first medium or com- 
mon key using information obtained by converting the 
media ID of the first medium with a predetermined func- 
w tion. 

[0013] To achieve the above object, there is pro- 
vided a contents information processing unit compris- 
ing: a memory for temporarily storing information about 
media ID of a first medium; an independent ID informa- 

15 tion forming means for forming independent ID informa- 
tion from information about media ID of a second 
medium and information about media ID of the first 
medium recorded temporarily in the memory and 
recording the independent ID information in the second 

20 medium; and a deleting means for, after the independ- 
ent ID information is formed, deleting, from the memory, 
information about media ID of the first medium recorded 
temporarily. 

[0014] According to a preferred embodiment of the 

25 present invention, information about media ID of the first 
media recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read out from 
the first medium, and information about media ID of the 
second media is information based on media ID of the 

30 second medium read out from the second medium. 
[0015] According to another preferred embodiment 
of the present invention, the independent ID information 
is differential ID information which is a differential value 
between media ID of the first medium and media ID of 

35 the second medium. 

[0016] To achieve the above object, there is pro- 
vided a contents information processing unit for 
processing information about ID of each medium upon 
recording enciphered contents information and enci- 

40 phered key information from a first medium which 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first 

45 medium as an ID key into a second medium, the con- 
tents information processing unit comprising: a memory 
for temporarily storing information about media ID of the 
first medium; an independent ID information forming 
means for forming independent ID information from 

so information about media ID of the second medium and 
information about media ID of the first medium recorded 
temporarily in the memory and after the enciphered 
contents information and the enciphered key informa- 
tion are recorded in the second medium, recording the 

55 independent ID information in the second medium; and 
a deleting means for, after the independent ID informa- 
tion is formed, deleting, from the memory, information 
about media ID of the first medium recorded temporar- 
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ily. 

[0017] Further, to achieve the above object, there is 
provided a contents information processing unit for 
processing information about ID of each medium upon 
recording enciphered contents information and enci- s 
phered key information from a first medium which 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first io 
medium as an ID key into a second medium, the con- 
tents information processing unit comprising: a memory 
for temporarily recording information about media ID of 
the first medium in a condition that the information about 
the media ID corresponds to data link ID; a data link ID 15 
writing means for recording the data link ID into the first 
medium; an independent ID information forming means 
for, after the enciphered contents information, the enci- 
phered key information and the data link ID are 
recorded into the second medium, obtaining information 20 
about media ID of the first medium recorded temporarily 
in the memory based on the data link ID read out from 
the second medium, forming independent ID informa- 
tion from information about media ID of the first medium 
and information about media ID of the second medium, 25 
and recording the independent ID information in the 
second medium; and a deleting means for, after the 
independent ID information is formed, deleting, from the 
memory, information about media ID of the first medium 
recorded temporarily. 30 
[0018] Still further, to achieve the above object, 
there is provided a contents information processing unit 
for processing information about ID of each medium 
upon recording enciphered contents information and 
enciphered key information from a first medium which 35 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first 
medium as an ID key into a second medium, the con- 40 
tents information processing unit comprising: a memory 
for temporarily recording information about media ID of 
the first medium and the enciphered key information in 
a condition that the information about the media ID and 
the enciphered key information correspond to data link 45 
ID; a data link ID writing means for recording the data 
link ID into the first medium; a memory reading means 
for, after the enciphered contents information, the enci- 
phered key information and the data link ID are 
recorded in the second medium, reading out, based on so 
the data link ID read out from the second medium, infor- 
mation about media ID of the first medium recorded 
temporarily and the enciphered key information from the 
memory; an enciphered key information comparing 
means for comparing the enciphered key information ss 
read out from the second medium with the enciphered 
key information read out from the memory by the mem- 
ory reading means; an independent ID information 



forming means for, only when the enciphered key infor- 
mation comparing means determines that the two enci- 
phered key informations coincide, forming independent 
ID information from information about media ID of the 
second medium and information about media ID of the 
first medium, and recording the independent ID informa- 
tion in the second medium; and a deleting means for, 
after the independent ID information is formed, deleting, 
from the memory, information about media ID of the first 
medium recorded temporarily and the enciphered key 
information. 

[0019] According to a preferred embodiment of the 
present invention, information about media ID of the first 
media recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read out from 
the first medium, and information about media ID of the 
second media is information based on media ID of the 
second medium read out from the second medium. 
[0020] According to another preferred embodiment 
of the present invention, the independent ID information 
is differential ID information which is a differential value 
between media ID of the first medium and media ID of 
the second medium. 

[0021] According to still another preferred embodi- 
ment of the present invention, the predetermined con- 
tents key is common key or public key and the ID key is 
common key using media ID of the first medium or com- 
mon key using information obtained by converting the 
media ID of the first medium with a predetermined func- 
tion. 

[0022] To achieve the above object, there is pro- 
vided a contents information recording method for 
recording enciphered contents information and enci- 
phered key information from a first medium which 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first 
medium as an ID key into a second medium, the 
method comprising the steps of: recording temporarily 
information about the media ID of the first medium in a 
predetermined memory other than the first and second 
media, recording the enciphered contents information 
and the enciphered key information in backup medium 
from the first medium, and deleting the enciphered key 
information from the first medium; recording the enci- 
phered contents information and the enciphered key 
information in the second medium from the backup 
medium; and recording, in the second medium, inde- 
pendent ID information comprised of information about 
media ID of the second medium and media ID of the first 
medium recorded temporarily in the memory, and delet- 
ing, from the memory, information about media ID of the 
first media recorded temporarily. 
[0023] To achieve the above object, there is pro- 
vided a contents information processing unit for 
processing information about ID of each medium upon 
recording enciphered contents information and enci- 
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phered key information from a first medium which 
records the enciphered contents information enci- 
phered with a predetermined contents key and enci- 
phered key information obtained by enciphering the 
contents key with information about media ID of the first 5 
medium as an ID key through a backup medium into a 
second medium, the contents information processing 
unit comprising: a memory for temporarily storing infor- 
mation about media ID of the first medium; an inde- 
pendent ID information forming means for forming 10 
independent ID information from information about 
media ID of the second medium and information about 
media ID of the first medium recorded temporarily in the 
memory, and after the enciphered contents information 
and the enciphered key information are recorded in the 15 
second medium from the backup medium, recording the 
independent ID information in the second medium; and 
a deleting means for, after the independent ID informa- 
tion is formed, deleting, from the memory, information 
about media ID of the first medium recorded temporar- 20 
ily. 

[0024] Further, to achieve the above object, there is 
provided a backup media, wherein enciphered contents 
information enciphered with a predetermined contents 
key, enciphered key information obtained by encipher- 25 
ing the contents key with information about media ID of 
other media as ID key, and data link ID which is informa- 
tion about link destination to information about media ID 
of other media are recorded. 

[0025] To achieve the above object, there is pro- 30 
vided a contents information deciphering method for 
obtaining contents information by decryption from a 
medium in which enciphered contents information enci- 
phered with a predetermined contents key, enciphered 
key information obtained by enciphering the contents 35 
key with information about media ID of other media as 
ID key, and independent ID information formed from 
information about media ID of the other media and infor- 
mation about media ID of a proper medium are 
recorded, the contents information deciphering method 40 
comprising: obtaining information about media ID of the 
other media from the independent ID information and 
media ID of the proper media and thereby deciphering 
the enciphered key information to obtain the contents 
key; and deciphering the enciphered contents informa- 45 
tion using the contents key. 

[0026] According to a preferred embodiment of the 
present invention, information about media ID of the 
other media for forming the independent ID information 
is information based on media ID of other media read so 
out from the other media, and information about media 
ID of the proper media for forming the independent ID 
information is information based on media ID of the 
proper media read out from the proper media. 
[0027] To achieve the above object, there is pro- 55 
vided a contents information deciphering unit for obtain- 
ing contents information by decryption from a medium in 
which enciphered contents information enciphered with 



a predetermined contents key, enciphered key informa- 
tion obtained by enciphering the contents key with infor- 
mation about media ID of other media as ID key, and 
independent ID information formed from information 
about media ID of the other media and information 
about media ID of a proper medium are recorded, the 
contents information deciphering unit comprising: a 
contents key deciphering means for obtaining informa- 
tion about media ID of the other media from the inde- 
pendent ID information and media ID of the proper 
media and thereby deciphering the enciphered key 
information to obtain the contents key; and a contents 
information deciphering means for deciphering the enci- 
phered contents information using the contents key. 
[0028] According to a preferred embodiment of the 
present invention, information about media ID of the 
other media for forming the independent ID information 
is information based on media ID of other media read 
out from the other media, and information about media 
ID of the proper media for forming the independent ID 
information is information based on media ID of the 
proper media read out from the proper media. 
[0029] To achieve the above object, there is pro- 
vided a media, wherein enciphered contents informa- 
tion enciphered with a predetermined contents key, 
enciphered key information obtained by enciphering the 
contents key with information about media ID of other 
media as ID key, and independent ID information 
formed from information about media ID of the other 
media and information about media ID of a proper 
medium are recorded. 

[0030] According to a preferred embodiment of the 
present invention, information about media ID of the 
other media for forming the independent ID information 
is information based on media ID of other media read 
out from the other media, and information about media 
ID of the proper media for forming the independent ID 
information is information based on media ID of the 
proper media read out from the proper media. 
[0031] The nature, principle and utility of the inven- 
tion will become more apparent from the following 
detailed description when read in conjunction with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] In the accompanying drawings: 

Fig. 1 is a diagram for explaining encryption at the 
time of data distribution for use in an embodiment; 
Fig. 2 is a diagram showing a configuration of sys- 
tem according to an embodiment; 
Fig.3 is a diagram for explaining functions of an 
embodiment; 

Fig. 4 is a diagram of data structure in media of an 
embodiment; 

Fig.5 is a diagram of data structure in backup media 
of an embodiment; and 
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Fig.6 is a block diagram showing a detailed struc- 
ture of an embodiment 

DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 5 

[0033] First, an embodiment of the configuration of 
the present invention will be described with reference to 
Fig.2. An medium has an ID inherent of itself and can be 
set in a media control unit. The media mentioned here 
needs to enable recording and reproduction and include 
a solid memory, disc, tape and the like as long as its 
inherent ID can be set therein. In this case, the ID infor- 
mation must have a predetermined tamper resistance. 
That is, it is desirable that the ID and a key necessary 
for encryption are in a storage condition making it diffi- 
cult to read or rewrite them illegally. 
[0034] The simplest example is a memory type. By 
using it, a memory card from which the ID or enciphered 
key information cannot be extracted unless a predeter- 
mined memory control unit is used can be produced 
easily with safety. An inherent ID is recorded in each 
memory card at the time of production in plant Alterna- 
tively, when the memory card is published by a publiciz- 
ing unit, an ID inherent of that memory is recorded in 
EEPROM or the like and the EEPROM is buried by seal- 
ing resin or the like. As a result, user corresponding 
information cannot be changed after that. That is, illegal 
change is prevented. The medium has a media bus 
allowing only part of data to be duplicated between 
media. 

[0035] A media control unit in which a medium is set 
and which is connected to a terminal of PC or other spe- 
cialized device has an interface function between the 
medium and terminal, and functions for enciphering and 
deciphering of data under a predetermined ID. The 
media control unit has tamper resistance inhibiting ille- 
gal access to inside of the memory from the terminal. 
The terminal is connected to a center disposed outside 
for distributing contents information (distribution center) 
and distributes the contents data after predetermined 
procedures for accounting, certification and the like are 
finished. Connecting means to the center includes 
ISDN, broadcasting, cable TV and radio as well as net- 
work system like internet. 

[0036] The contents information is enciphered with 
a basically different key (contents key) depending on the 
contents. After compressed in a predetermined com- 
pression system like MPEG, the contents are subject to 
encryption based on DES (data encryption standard) or 
the like. For example, in case of the DES, the encipher- 
ing key is about 64 bits. Fig. 1 shows a relation between 
the data base, center and terminal. The contents infor- 
mation, for example, contents X1 are enciphered with 
an enciphering key G1 in data base installed in the 
center and other contents X2 are enciphered with an 
enciphering key G2. 

[0037] A plurality of terminals are connected to this 



center via network. Transmission to the terminal is car- 
ried out in encryption by public key system considering 
the security. Here, assuming that the public key of the 
terminal 1 (T1 ) is T1 P and the deciphering key is T1 D, 
contents X1 managed by the data base 1 are enci- 
phered with enciphering key G1 so as to produce enci- 
phered contents information called E G1 (X1). The 
enciphering key G1 is enciphered with the public key 
T1 P of the terminal T1 to transmit to the terminal T1 so 
that this key is converted to enciphered key information 
Exip(G1). Then, both the enciphered contents informa- 
tion E G1 (X1) and enciphered key information E T1P (G1) 
are sent to the terminal 1 (T1 ). 

[0038] To reproduce the contents information at the 
terminal 1, the enciphered key information E T1P (G1) is 
deciphered with the deciphering key T1 D of the terminal 
1 to obtain the enciphering key G1. Then, the enci- 
phered contents information E G i(X1) is deciphered with 
that enciphering key G1 to obtain contents X1 and then 
MPEG expanding or the like is carried out to reproduce 
the original information. However, in a description made 
in this specification, it is assumed that transmitted data 
is not reproduced but recorded in media connected to 
the terminal. Although data transmission up to the ter- 
minal with the public key has been described here, the 
present invention can be supported not only by the com- 
mon key system but also other system. 
[0039] Next, transmission and reception function for 
the contents information and key information according 
to an embodiment of the present invention will be 
described with reference to Figs.3, 4 and 5. 
[0040] First, a case in which contents data is 
received by medium A (first medium) of the terminal T1 
from the distribution center will be described. First of all, 
medium A is set in the media control unit. Then, the 
media control unit is set in the terminal T1 and "data 
recording mode" is turned ON. Predetermined process- 
ings for accounting, certification and the like are carried 
out. When the processings are terminated, the contents 
data is distributed from the center to the terminal in an 
enciphered state with the enciphering key G1 . 
[0041] That is, the enciphered contents information 
E G1 (X1) in which the contents X1 are enciphered with 
the enciphering key G1 is sent. At the same time, to 
send the enciphering key G1 to the terminal T1, enci- 
phered key information E T1P (G1) in which the encipher- 
ing key G1 is enciphered with the public key T1 P of the 
terminal T1 is sent to the terminal T1 . Because a key for 
use in deciphering at the terminal is deciphering key 
T1D, this enciphered key information E T1P (G1) can be 
deciphered with the deciphering key T1 D. A condition 
which can be deciphered with this deciphering key T1 D 
is called E T1D (G1) instead of Ej 1P (G1). At the terminal, 
this enciphered key information Etid( G1 ) is deciphered 
with the deciphering key T1D once to obtain the enci- 
phering key G1. 

[0042] The media control unit receives the enci- 
phered contents information E G1 (X1) and enciphering 
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key G1 from the terminal and records the enciphered 
contents information E G1 (X1) in media A. On the other 
hand, the media control unit recognizes a media ID set 
up and enciphers this enciphering key G1 with a value A 
which is an inherent ID of the media A so as to obtain 
enciphered key information E A (G1 ), and records it in the 
media A. Contents of the media A at this point of time is 
shown in block of media A of Fig.3. a is a differential ID 
(independent ID information) which will be described 
later and at this time, a = 0 is recorded. Section (1) in 
Fig.4 shows a data structure just after data is distrib- 
uted. In data, differential ID 64 bits is recorded at a head 
thereof followed by enciphered key information 64 bits 
and enciphered contents information in this order. 
[0043] Next, a case for reproducing the enciphered 
contents information recorded in the media A will be 
described. The media A is set in the media control unit 
and the media control unit is set to "data reproduction 
mode". The enciphered key information E A (G1) is deci- 
phered to the enciphering key G1 using a value in which 
a is added to A which is its own ID and then, the enci- 
phered contents information E G1 (X) is deciphered with 
the enciphering key G1 so as to obtain reproduction 
data X. Because a = 0 here, this is equivalent to a case 
in which the deciphering is carried out with ID = A. 
[0044] Next, a case in which data is transferred 
(moved) from medium A (first medium) to medium B 
(second medium) will be described. When the enci- 
phered contents information is transferred from a trans- 
fer source medium A in which the contents are recorded 
to a transfer destination media B, first, the media A is set 
in the media control unit. Then, mode in the media con- 
trol unit is changed to "data move mode". 
[0045] The enciphered key information E A (G1) and 
transfer source medium A (first medium) ID are stored 
temporarily in memory of the media control unit such 
that they correspond to data link ID. As shown in a block 
of memory in the media control unit of Fig.3, Dn as a 
control number is selected as data link ID. This control 
number may be determined serially when it is from 0 to 
64 bits. When this number can be controlled reasonably 
when the data link ID is deleted as described later, any 
notation system can be used. With the Dn, the enci- 
phered key information E A (G1), ID of the media A, con- 
tents name and the like are recorded. Considering that 
plural contents are recorded in the media A, data 
related to this Dn such as file name are recorded. 
[0046] The aforementioned data link ID is added to 
the enciphered contents information E G1 (X1) and dupli- 
cated to the destination medium with the enciphered 
key information E A (G1). The enciphered contents infor- 
mation and enciphered key information E A (G1) are 
transferred to medium B rapidly through the media bus. 
This media bus connects the medium A to the medium 
B physically and sends data not through the media con- 
trol unit. A high security is ensured because only enci- 
phered contents data can pass through this media bus. 
Section (2) in Fig 4 shows enciphered contents informa- 



tion structure. After the enciphered contents information 
Egi(X1) and enciphered key information E A (G1) are 
transmitted from the medium A to the medium B, the 
enciphered key information E A (G1) in the transfer 

5 source medium A is deleted. Although when the secu- 
rity is considered, it is desirable to delete the enciphered 
contents information E G1 (X1) also, it can be considered 
that deciphering of the enciphered information is sub- 
stantially impossible when only the enciphered key 

to information E A (G1) is deleted. 

[0047] The inside of the media and media control 
unit cannot be accessed illegally using external backup 
media or a PC terminal and a command for deletion of 
information or the like is carried out securely. 

is [0048] Next, the medium B is set up in the media 
control unit. The media control unit reads ID of the 
transfer destination medium B and then, reads Dn of the 
data link ID attached to the enciphered contents infor- 
mation E G1 (X1) already transferred. Because the media 

20 control unit is in "data move mode" at this time, data 
recorded in the same area as differential ID can be rec- 
ognized as Dn of the data link ID. Based thereon, the 
enciphered key information E A (G1) and ID(A) of transfer 
source medium ID corresponding to Dn of the data link 

25 ID are read out from a memory in the media control unit. 
[0049] Here, E A (G 1 ) read out from the transfer des- 
tination medium B is compared with E A (G1) read from 
the control unit memory. Unless these key informations 
do not coincide with each other, the differential ID is not 

30 issued. That is, when they do not coincide with each 
other, even when the data link ID is the same, they can 
be recognized as different contents informations. This is 
useful for avoiding a problem which may occur when 
data is moved from the same medium A using plural 

35 media control units or finding a contradiction which 
occurs in data in the media control unit when illegal 
duplication is tried or when it is tried to change data in 
the medium illegally, so as to stop the function. 
[0050] Next, when agreement is certified, a differ- 

40 ential ID which is a differential value between the trans- 
fer destination medium B ID and transfer source 
medium A ID, namely, (A-B) value is recorded in the 
transfer destination medium B. After the recording, the 
aforementioned enciphered key information E A (Ga) and 

45 transfer source medium A ID(A) recorded in the mem- 
ory of the media control unit are deleted. Contents of 
the media B at this time is shown in block of the medium 
B of Fig.3. 

[0051] This deletion motion enables not duplication 
so of data between media but transfer (move) of data. 
Although encryption with ID is originally very effective, 
this has such a disadvantage that data cannot be repro- 
duced in others than that media. However, by managing 
enciphered key information and media ID information in 
55 a media control unit impossible to control from outside 
and deleting at the same time when duplication is exe- 
cuted, it is possible to provide a user-oriented system 
easy to use. Data structure after data move is shown in 
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section (3) of Rg.4. After the data move is completed, 
the beginning 64-bit data link ID information is changed 
to data information of differential ID. 
[0052] Next, a case for reproducing the enciphered 
contents information E G1 (X1) which is moved to the 
medium B will be described. The reproduction proce- 
dure is the same as a procedure for reproducing the 
medium A after the aforementioned distribution. That is, 
to reproduce the enciphered contents information 
recorded in this medium B, the medium B is set in the 
media control unit and the media control unit is set to 
"reproduction mode". The enciphered key information 
E A (G1) is deciphered to the enciphering key G1 using a 
value in which a is added to its own ID, B, that is, B + (A- 
B) and then, the enciphered contents information 
E G1 (X1) is deciphered using the enciphering key G1 to 
obtain reproduction data X1 . Because a which is the dif- 
ferential ID is equal to A - B, this is equivalent to a case 
in which the deciphering is done using ID = A, so that 
the reproduction is enabled. 

[0053] Next, a case in which the enciphered con- 
tents information is duplicated from the transfer source 
medium A in which the contents are recorded, to a 
backup media will be described. The backup media 
generally refers to media which cannot be loaded on or 
unloaded from the media control unit. That is, this 
includes hard disk of PC and recordable optical disk, 
and the like, which has no proper control system. Here, 
a hard disk connected to the terminal PC is assumed to 
be backup media. 

[0054] First, the medium A is set in the media con- 
trol unit and the media control unit is set to "backup out- 
put mode". The media control unit is connected to PC 
terminal. The enciphered key information E A (G1) and 
transfer source medium A ID are recorded in memory of 
the media control unit in a condition that they corre- 
spond to data link ID. As shown in memory block of the 
media control unit of Fig.3, a control number as Dn is 
selected as data link ID. With this Dn, the enciphered 
key information E A (G1) and medium A ID are recorded. 
The aforementioned data link ID is attached to the enci- 
phered contents information E G1 (X1) and transmitted to 
a hard disk connected to the terminal PC with the enci- 
phered key information E A (G1) through the media con- 
trol unit 

[0055] Next, a case in which the enciphered con- 
tents information is duplicated from the backup media In 
which the contents are recorded, to the transfer destina- 
tion medium media B will be described. First, the media 
B is set in the media control unit and the media control 
unit is set to "backup input mode". The media control 
unit is connected to the PC terminal. Head 64 bits of the 
enciphered contents data recorded in the backup media 
is always data link Dn. The enciphered contents infor- 
mation E G1 (X1) to which the aforementioned data link 
ID is attached and enciphered key information E A (G1) 
are duplicated to the transfer destination medium B. 
[0056] The media control unit reads ID(B) of the 



connected transfer destination medium, reads data link 
ID attached to the enciphered contents information 
Egi(X1) and reads the enciphered key information 
E A (G1). Based thereon, the enciphered key information 

5 E A (G1) corresponding to the data link ID and transfer 
source medium media ID (A) are read out from memory 
of the media control unit and then, the enciphered key 
information read out from the transfer destination 
medium B is compared to the enciphered key informa- 

io tion E A (G1) read out from the control memory. 

[0057] When agreement is certified, a differential ID 
which is a differential value between the transfer desti- 
nation medium B ID and transfer source medium A ID, 
namely, (A-B) value is recorded in the transfer destina- 

is tion medium B. Then, after the recording is completed, 
the aforementioned enciphered key information E A (G1) 
and transfer source medium media ID(A) recorded in 
the memory of the media control unit are deleted. An 
operation of backing up from the medium A to the 

20 backup media temporarily and after that moving it to the 
medium B is equivalent to an operation of moving data 
directly from the medium A to the medium B. 
[0058] A case in which the enciphered contents 
information E G1 (X1) moved from the backup media to 

25 the medium B is reproduced is equal to the aforemen- 
tioned procedure for reproducing medium A after the 
distribution of data. That is, when the enciphered con- 
tents information E G1 (X1) recorded in this medium B is 
reproduced, the medium B is set in the media control 

30 unit and the media control unit is set to "data reproduc- 
tion mode". The enciphered key information E A (T1 D) is 
deciphered to the enciphering key G1 using a value in 
which a is added to B of its own ID, that is, B + (A-B) and 
then, the enciphered contents information E G1 (X) is 

35 deciphered with the enciphering key G1 to obtain the 
reproduction data X. Because a of the differential ID is 
equal to A - B, this is equivalent to a case in which the 
deciphering is done with ID = A, so that the reproduction 
is enabled. 

40 [0059] Although it is assumed that the enciphered 
contents information is enciphered in public key system 
in the above description, data may be distributed from 
the center with a common key G of the terminal and 
deciphered with the deciphering key G at the terminal. 

45 Although it is assumed that the key is enciphered with 
ID inherent of media in the above description, data may 
be enciphered with not ID itself but Information obtained 
by converting the ID with a predetermined function. 
[0060] Next, a block diagram of an embodiment of 

so the present invention will be described with reference to 
Fig.6. 

[0061] First, a case in which the contents data is 
received by the medium A from the distribution center 
will be described. First, the medium A is set in the media 
55 control unit 21 . The media control unit is set to the ter- 
minal T1 and "data recording mode" is set in a mode 
setting portion 51 of the media control unit from an 
external interface. After predetermined procedures for 
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accounting, certification and the like are terminated, 
contents data enciphered with a predetermined enci- 
phering key (contents key) G1 is distributed from the 
center to the terminal T1. In case of "data recording 
mode", the mode setting portion 51 instructs a differen- 5 
tiat ID generating portion 52 to generate "0". The media 
control unit receives the enciphered contents data and 
the enciphered contents data header writing portion 53 
writes 64-bit data indicating 0 into the header so that the 
enciphered contents information Egi(X1) is recorded in 10 
the memory portion 33 of the medium A. When "data 
recording mode" is set up in the mode setting portion 
51 , a switch 2 is changed so as to connect the differen- 
tial ID generating portion 52 to the enciphered contents 
data header writing portion 53. 75 
[0062] On the other hand, a signal generated by a 
media ID generating portion 31 of the media side is 
detected as media ID(A) by a media ID reading portion 
54 of the media control unit. The contents enciphering 
key G1 is enciphered by a key enciphering portion 55 20 
with this ID(A) so as to create the enciphered key infor- 
mation Ea(G1) and it is recorded in the memory portion 
33 through a memory information record deletion con- 
trol portion 32 of the media. The header indicates a dif- 
ferential ID and at this time, 0 is recorded there. Section 25 
(1) in Fig.4 shows data structure just after the distribu- 
tion. Differential ID 64 bits is recorded at the head fol- 
lowed by the enciphered key information 64 bits and 
then the enciphered contents information. 
[0063] Next, a case in which the enciphered con- 30 
tents information Eq^XI) recorded in the media A is 
reproduced will be described. The media A is set in the 
media control unit 21 and "data reproduction mode" is 
set in the mode setting portion 51 of the media control 
unit from an external interface. The media control unit 35 
21 reads out the enciphered key information E A (G1) 
from the memory portion 33 of the media A and sends it 
to an enciphered key deciphering portion 56. A signal 
generated by the media ID generating portion 31 of the 
media is detected by the media ID reading portion 54 of 40 
the media control unit as media ID(A) and sent to the 
enciphered key deciphering portion 56. The media con- 
trol unit 21 reads out the enciphered contents informa- 
tion E G1 (X1) from the memory portion 33 of the media 
through the memory information record deletion control 45 
portion 32 and that enciphered contents information 
E Gi(X1) is sent to an enciphered contents data header 
reading portion 57. The enciphered contents data 
header reading portion 57 reads out differential data of 
64 bits at the head and send it to a differential ID read- so 
ing portion 58 through a switch 1. 
[0064] In case of "data reproduction mode", the 
switch 1 is changed by the mode setting portion 51 so 
as to input data from the enciphered contents data 
header reading portion 57 into the differential ID reading 55 
portion 58. A differential ID detected by the differential 
ID reading portion 58 is sent to the enciphered key deci- 
phering portion 56. The enciphered key deciphering 



portion 56 adds the inputted differential ID to the media 
ID so as to produce ID, so that the enciphering key G1 
is obtained by deciphering. Because the differential ID 
is equal to 0, this is equivalent to a case in which the 
deciphering is done with ID=A. The obtained encipher- 
ing key G1 is sent to the enciphered contents data 
header deciphering portion 59. Further, enciphered 
contents data whose header is removed by the enci- 
phered contents data header reading portion 57 is sent 
to the enciphered contents deciphering portion 59. The 
enciphered contents data deciphering portion 59 deci- 
phers the enciphered contents data E G1 (X1) with the 
inputted enciphering key G1 and outputs as reproduc- 
tion data. 

[0065] Next, a case in which data is transferred 
(moved) from the medium A to the medium B will be 
described. When the enciphered contents information is 
duplicated from the transfer source medium A in which 
the contents are recorded to the transfer destination 
medium B, first, the medium A is set in the media control 
unit 21 . Then, "data move output mode" is set in the 
mode setting portion 51 of the media control unit from 
an external interface. 

[0066] A signal generated by the media generating 
portion 31 is detected by the media ID reading portion 
54 of the media control unit as media ID(A) and sent to 
a recording reproduction deletion control portion 61 in 
the memory 60 of the media control unit At the same 
time, the enciphered key information E A (G1) is called 
from the medium A and sent to the recording reproduc- 
tion deletion control portion 61 in the memory 60 of the 
media control unit. Further, data link ID is generated in 
the data link ID generating portion 62 and sent to the 
recording reproduction deletion control portion 61 in the 
memory 60 of the media control unit. The enciphered 
key information E A (G1) and transfer source medium 
media A ID are recorded in the memory 60 of the media 
control unit in a condition that they correspond to the 
data link ID. When the data link ID is deleted as 
described later, the deleted information is transmitted to 
the data link ID generating portion so as to generate an 
ID which can be managed without contradiction. 
[0067] The data link ID generating portion 62 sends 
data link ID to the enciphered contents data header writ- 
ing portion 53 at the same time. When "data move out- 
put mode" is set in the mode setting portion 51, the 
switch 2 is changed so that the data link ID generating 
portion 62 is connected to the enciphered contents data 
header writing portion 53. The enciphered contents 
data header writing portion 53 reads the enciphered 
contents data from the memory portion 33 of the media 
A, writes the data link ID into the header and returns the 
data to the memory 33 of the medium. 
[0068] The returned enciphered contents data is 
stored in a region for moving data with the enciphered 
key information and sent to the medium B rapidly 
through the media bus 34. This media bus 34 connects 
the medium A to the medium B physically so as to carry 
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out data transmission not through the media control 
unit. A high security is ensured because only the enci- 
phered contents data can pass through this media bus. 
[0069] After that, the memory information record 
deletion control portion 32 of the medium recognizes 
that the set mode is 'data move output mode" and 
deletes the enciphered key information E A (G1) existing 
in the transfer source medium A. 
[0070] Next, the medium B is set in the media con- 
trol unit 21. A media ID(B) is detected by the media ID 
reading portion 54 of the media control unit. Then, the 
enciphered contents information E G1 (X1) already 
recorded In the memory portion 32B of the medium B is 
transmitted to the enciphered contents data header 
reading portion 57. Further, the enciphered key informa- 
tion E A (G1) recorded in the medium B is also read. 
[0071] When "data input move mode" is set in the 
mode setting portion 51, the switch 1 is changed so that 
data is inputted from the enciphered contents data 
header reading portion 57 into the data link ID reading 
portion 63. The data link ID reading portion 63 reads a 
data link ID attached to the header of the enciphered 
contents information Eq-j(X1 ) and sends it to the record- 
ing reproduction deletion control portion 61 of the mem- 
ory 60 in the media control unit The recording 
reproduction deletion control portion 61 reads, based 
on this data link ID, the enciphered key information 
E A (G1 ) which corresponds to Dn of the data link ID and 
ID(A) which is transfer source medium ID from the 
memory 60 of the media control unit. 
[0072] Here, the enciphered key information 
E A (G1 ) read out from the transfer destination medium B 
and the enciphered key information E A (G1) read out 
from the media control unit memory 60 are sent to an 
enciphering key certifying portion 64 and compared with 
each other. Unless these key informations coincide with 
each other, no differential ID is issued. A comparison 
result is sent to the differential ID generating portion 52 
and when the key informations coincide with each other 
as a result of the comparison, ID(A) is sent to the differ- 
ential ID generating portion 52. The differential ID gen- 
erating portion 52 calculates a difference between the 
inputted ID(A) and ID(B) of the transfer destination 
medium read by the media ID reading portion 54 and 
sends a differential ID(A-B) to the enciphered contents 
data header writing portion 53. 

[0073] When "data input move mode" is set in the 
mode setting portion 51 , the switch 2 is changed so that 
the differential ID generating portion 52 is connected to 
the enciphered contents data header writing portion 53. 
The enciphered contents data header writing portion 53 
rewrites a header of enciphered contents data having 
data link ID of an object to the differential ID value. 
[0074] After that, the enciphered contents data 
header writing portion 53 outputs a write completion 
signal to the recording reproduction deletion control por- 
tion 61 of the memory 60 in the media control unit. The 
recording reproduction deletion control portion 61 



deletes the aforementioned enciphered key information 
E A (G1) and ID(A) of the transfer source medium. Sec- 
tion (3) in Fig.4 shows data structure after data move. 
After the data move is completed, beginning 64-bit data 
5 link ID information is rewritten as data information of the 
differential ID. 

[0075] Next, a case in which the enciphered con- 
tents information moved to the medium B Is reproduced 
will be described. The reproduction procedure is the 

10 same as a procedure for reproducing the medium A. 
That is, when the enciphered contents information 
E G1 (X1) recorded in this medium B is reproduced, the 
medium B is set in the media control unit 21 and then, 
the media control unit is set to "data reproduction 

is mode". The media control unit 21 reads out the enci- 
phered key information E A (G1) from the memory por- 
tion 33B and sends it to the enciphered key deciphering 
portion 56. A signal generated by a media ID generating 
portion 31 B of the media is detected as media ID(B) by 

20 the media ID reading portion 54 of the media control 
unit and sent to the enciphered key deciphering portion 
56. Further, the media control unit 21 reads the enci- 
phered contents information E G1 (X1) from the memory 
portion 33B of the medium B and that enciphered con- 

25 tents information E G1 (X1 ) is sent to the enciphered con- 
tents data header reading portion 57. The enciphered 
contents data header reading portion 57 reads differen- 
tial data of 64 bits at the head and that differential data 
is sent to the differential ID reading portion 58 through 

30 the switch 1 . 

[0076] In case of "data reproduction mode", the 
switch 1 is changed so that data from the enciphered 
contents data header reading portion 57 is inputted into 
the differential ID reading portion 58 by the mode setting 

35 portion 51 . The differential ID detected by the differen- 
tial ID reading portion 58 is sent to the enciphered key 
deciphering portion 56. The enciphered key deciphering 
portion 56 sums up the inputted differential ID and 
media ID to generate ID and then obtain the enciphering 

40 key G1 by deciphering. Because the differential ID is 
equal to A=B, this is equivalent to the case in which the 
deciphering is done with ID = B+(A-B) or ID = A. The 
obtained enciphering key G1 is sent to the enciphered 
contents data deciphering portion 59. Further, the enci- 

45 phered contents data E G1 (X1) whose header is 
removed by the enciphered contents data header read- 
ing portion 57 is sent to the enciphered contents deci- 
phering portion 59. The enciphered contents 
deciphering portion 59 deciphers the enciphered con- 

so tents data E G1 (X1) with the enciphering key G1 and out- 
puts as reproduction data. 

[0077] Next, a case in which the enciphered con- 
tents information is duplicated from the transfer source 
medium A in which the contents are recorded into a 
55 backup medium 70 will be described. 

[0078] First, the medium A is set in the media con- 
trol unit 21 . Then, "backup output mode" is set in the 
mode setting portion 51 of the media control unit from 



10 



19 



EP 1 047 062 A2 



20 



an external interface. The media control unit 21 is con- 
nected to the terminal T1 . The terminal T1 is connected 
to the backup media 70. 

[0079] A signal generated by the media ID generat- 
ing portion 31 Is detected as ID(A) of medium A by the 5 
media ID reading portion 54 of the media control unit 
and sent to the recording reproduction deletion control 
portion 61 of the memory 60 in the media control unit At 
the same time, the enciphered key information is called 
from the medium A and sent to the recording reproduc- io 
tion deletion control portion 61 of the memory 60 in the 
media control unit. 

[0080] Data link ID is generated by the data link ID 
generating portion 62 and sent to the recording repro- 
duction deletion control portion 61 of the memory 60 in 15 
the media control unit. The enciphered key information 
E A (G1) and ID of the transfer source medium A are 
recorded in the memory 60 of the media control unit in a 
condition that they correspond to data link ID. The data 
link ID generating portion 62 sends the data link ID to 20 
the enciphered contents data header writing portion 53 
also at the same time. When "backup output mode" is 
set in the mode setting portion 51, the switch 2 is 
changed so that the data link ID generating portion 62 is 
connected to the enciphered contents data header writ- 25 
ing portion 53. The enciphered contents data header 
writing portion 53 reads the enciphered contents data 
from the memory portion 33 of the medium A and writes 
the header link ID into the header. The enciphered con- 
tents data Eq^XI) in which the data link ID is written is 30 
sent to the backup medium 70 through the terminal T1 
with the enciphered key information E A (G1) read out 
from the memory portion 33 of the medium A. After that, 
the enciphered key information E A (G1) in the transfer 
source medium A is deleted by the memory information 35 
record deletion control portion 32. 
[0081] Next, a case in which the enciphered con- 
tents information is transferred from the backup medium 
70 in which the contents are recorded to the transfer 
destination medium B will be described. First, the 40 
medium B is set in the media control unit 21 and the 
media control unit 21 is set to "backup input mode". 
ID(B) of the media is detected by the media ID reading 
portion 54 of the media control unit. Next, the enci- 
phered contents data E G1 (X1 ) and enciphered key infor- 45 
mation E A (G1) are read out from the backup media 70 
through the terminal T1 and the enciphered contents 
data Eq^XI) and the enciphered key information 
E A (G1) are recorded in the memory portion 33B of the 
medium B through the enciphered contents data header so 
writing portion 53. 

[0082] Subsequently, the enciphered contents infor- 
mation E G i(X1) is sent from the memory portion 33B of 
the medium B to the enciphered contents data header 
reading portion 57. When "backup input mode" is set in 55 
the mode setting portion 51 , the switch 1 is changed so 
that data is inputted from the enciphered contents data 
header reading portion 57 to the data link ID reading 



portion 63. The data link ID reading portion 63 reads a 
data link ID attached to the header of the enciphered 
contents information Eqi(X1) and sends it to the record- 
ing reproduction deletion control portion 61 of the mem- 
ory 60 in the media control unit. Further, the enciphered 
key information E A (G1 ) is read from the memory portion 
33B of the medium B. The recording reproduction dele- 
tion control portion 61 reads, based on this data link ID, 
the enciphered key information E A (G1) which corre- 
sponds to Dn of the data link ID and ID(A) which is ID of 
the transfer source medium from the memory of the 
media control unit. 

[0083] Here, E A (G 1 ) read out from the transfer des- 
tination medium B and E A (G1) read from the control unit 
memory 60 are sent to the enciphering key certifying 
portion 64 and compared with each other. Unless the 
key informations coincide, no differential ID is issued. A 
comparison result is sent to the differential ID generat- 
ing portion 52, and when the key informations coincide 
as a result of the comparison, the ID(A) is sent to the dif- 
ferential ID generating portion. 

[0084] The differential ID generating portion 52 cal- 
culates a difference between the inputted ID(A) and 
ID(B) of the transfer destination medium read by the 
media ID reading portion 54 and sends the differential 
ID (A-B) to the enciphered contents data header writing 
portion 53. When "backup input mode" is set in the 
mode setting portion 51 , the switch 2 is changed so that 
the differential ID generating portion 52 is connected to 
the enciphered contents data header writing portion 53. 
The enciphered contents data header writing portion 53 
rewrites a header of the enciphered contents data 
I=gi( X1 ) nav ' n 9 a data ,ink °f an object to a value of the 
differential ID. After that, the enciphered contents data 
header writing portion 53 outputs a write completion 
signal to the recording reproduction deletion control por- 
tion 61 of the memory 60 in the media control unit and 
the recording reproduction deletion control portion 61 
deletes the enciphered key information E A (G1) and 
ID(A) of the transfer source medium. 
[0085] Section (3) in Fig.4 shows data structure 
after data move. After the data move is completed, the 
beginning 64-bit data link ID information is rewritten as 
data information of the differential ID. 
[0086] Next, a case in which the enciphered con- 
tents information moved from the backup medium 70 to 
the medium B will be described. The reproduction pro- 
cedure is the same as a procedure for reproducing the 
medium A after the distribution. That is, when the enci- 
phered contents information E G1 (X1) recorded in the 
medium B is reproduced, the medium B is set in the 
media control unit 21 and then, the media control unit is 
set to "data reproduction mode". 
[0087] The media control unit 21 reads the enci- 
phered key information E A (G1) from the memory por- 
tion 33B of the medium B and sends it to the enciphered 
key deciphering portion 56. Further, a signal generated 
by the media ID generating portion 31 B of the medium 



11 



21 



EP 1 047 062 A2 



22 



is detected as ID(B) of the medium by the media ID 
reading portion 54 of the media control unit and sent to 
the enciphered key deciphering portion 56. The media 
control unit reads the enciphered contents information 
E G i(X1) from tne memory portion 33B of the medium B 
and that enciphered contents information Eq^XI) is 
sent to the enciphered contents data header reading 
portion 57. The enciphered contents data header read- 
ing portion 57 reads differential data of 64 bits at the 
head and sends it to the differential ID reading portion 
58 through the switch 1 . 

[0088] When "data reproduction mode" is set by the 
mode setting portion 51 , the switch 1 is changed so that 
data from the enciphered contents data header reading 
portion 57 is inputted to the differential ID reading por- 
tion 58. The differential ID detected by the differential ID 
reading portion 58 is sent to the enciphered key deci- 
phering portion 56. The enciphered key deciphering 
portion 56 sums up the inputted differential ID and 
media ID to generate an ID and obtains the enciphering 
key G1 by deciphering. Because the differential ID is 
equal to A-B, this is equivalent to the case in which the 
deciphering is done with ID=B+(A-B) or ID=A. The 
obtained enciphering key G1 is sent to the enciphered 
contents data deciphering portion 59. The enciphered 
contents data E G1 (X1 ) whose header is removed by the 
enciphered contents header reading portion 58 is sent 
to the enciphered contents data deciphering portion 59. 
The enciphered contents data deciphering portion 59 
deciphers the enciphered contents data E G1 (X1) with 
the enciphering key G1 and outputs it as reproduction 
dataXL 

[0089] As described above, the present invention 
makes it possible to transfer media in which contents 
data is recorded between users while preventing illegal 
transfer and duplication, so that user can obtain the 
contents data without connecting to account control 
center, data management center or the like. 
[0090] Further, when user possesses plural media, 
the present invention makes it possible to provide a sys- 
tem which enables user to move data between the dif- 
ferent media while preventing illegal transfer or 
duplication and is capable of returning the data to any 
media after backup. 

[0091] Further, the media has a removable media 
control unit and the media control unit has a memory. 
When the enciphered contents information Eq^XI) is 
moved between media, the enciphered key information 
E A (G1) is recorded temporarily in the memory and after 
the data move is completed, the enciphered key infor- 
mation E A (G1) is deleted. When the enciphered con- 
tents information Eqi(X1) is moved to the backup 
media, the enciphered key information E A (G1) is 
recorded in the memory temporarily until that data is 
returned from the backup media, and at the time of the 
return, the enciphered key information E A (G1) is 
deleted. Thus, data move between media can be car- 
ried out freely while illegal duplication of the data to plu- 



ral media is prevented, when the data is returned to any 
media after backup. 

[0092] Further, whether or not the enciphered key 
information E A (G1) of the transfer source medium 

5 recorded temporarily in the memory of the media con- 
trol unit is the same as the enciphered key information 
E A (G1) of the transfer source medium read out from a 
transfer destination medium is certified, and only when 
it is certified that they are the same, a differential ID is 

10 generated and recorded. Thus, it is possible to avoid a 
problem which may occur when data move is carried out 
from the same media A using plural media control units. 
Further, this certification function is effective for finding 
out a contradiction which occurs when changing of data 

is in the media control unit memory or data in media is 
tried in order to duplicate the data illegally and, stopping 
the function. 

[0093] The present invention makes it possible to 
transfer media in which contents data is recorded 
20 between users while preventing illegal transfer and 
duplication, so that user can obtain the contents data 
without connecting to account control center, data man- 
agement center or the like. 

[0094] Further, when user possesses plural media, 
25 the present invention makes it possible to provide a sys- 
tem which enables user to move data between the dif- 
ferent media while preventing illegal transfer or 
duplication and is capable of returning the data to any 
media after backup. 
30 [0095] It should be understood that many modifica- 
tions and adaptations of the invention will become 
apparent to those skilled in the art and it is intended to 
encompass such obvious modifications and changes in 
the scope of the claims appended hereto. 

35 

Claims 

1. A contents information recording method for 
recording enciphered contents information and 

40 enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media 

45 ID of the first medium as an ID key into a second 
medium, the method comprising the steps of: 

recording temporarily information about the 
media ID of the first medium in a predeter- 

50 mined memory other than the first and second 

media, recording the enciphered contents 
information and the enciphered key information 
the second medium, and deleting the enci- 
phered key information from the first medium; 

55 and 

recording, in the second medium, independent 
ID information comprised of information about 
media ID of the second medium and media ID 
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of the first medium recorded temporarily in the 
memory and deleting, from the memory, infor- 
mation about media ID of the first media 
recorded temporarily, 

5 

2. A contents information recording method for 
recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and io 
enciphered key information obtained by encipher- 
ing the contents key with information about media 

ID of the first medium as an ID key into a second 
medium, the method comprising the steps of: 

15 

recording temporarily information about media 
ID of the first medium in a predetermined mem- 
ory other than the first and second media in a 
condition that the information about the media 
ID corresponds to data link ID; 20 
recording the enciphered contents information, 
the enciphered key information and the data 
link ID in the second medium and deleting the 
enciphered key information from the first 
medium; and 25 
obtaining, based on the data link read out from 
the second medium, information about media 
ID of the first medium recorded temporarily in 
the memory, recording independent ID infor- 
mation comprised of information about media 30 
ID of the first medium and information about 
media ID of the second medium in the second 
medium, and deleting, from the memory, the 
information about media ID of the first medium 
recorded temporarily. 35 

3. A contents information recording method for 
recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 40 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media 

ID of the first medium as an ID key into a second 
medium, the method comprising the steps of: 45 

recording temporarily information about media 
ID of the first medium and the enciphered key 
information In a predetermined memory other 
than the first and second media in a condition so 
that the information about the media ID and the 
enciphered key information correspond to data 
link ID; 

recording the enciphered contents information, 
the enciphered key information and the data 55 
link ID in the second medium and deleting the 
enciphered key information from the first 
medium; 



obtaining, based on the data link ID read out 
from the second medium, information about 
media ID of the first medium recorded tempo- 
rarily in the memory and the enciphered key 
information; and 

comparing the enciphered key information read 
from the second medium and the enciphered 
key information read from the memory with 
each other, and only when the two enciphered 
key informations coincide, recording independ- 
ent ID information comprised of information 
about media ID of the second medium and 
information about media ID of the first medium 
read out from the memory in the second 
medium and deleting, from the memory, infor- 
mation about media ID of the first medium 
recorded temporarily and the enciphered key 
information. 

4. A contents information recording method according 
to claim 1 , wherein 

information about media ID of the first media 
recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read 
out from the first medium, and 
information about media ID of the second 
media is information based on media ID of the 
second medium read out from the second 
medium. 

5. A contents information recording method according 
to claim 1, wherein the independent ID information 
is differential ID information which is a differential 
value between media ID of the first medium and 
media ID of the second medium. 

6. A contents information recording method according 
to claim 1 , wherein the predetermined contents key 
is common key or public key, and the ID key is com- 
mon key using media ID of the first medium or com- 
mon key using information obtained by converting 
the media ID of the first medium with a predeter- 
mined function. 

7. A contents information processing unit comprising: 

a memory for temporarily storing information 
about media ID of a first medium; 
an independent ID information forming means 
for forming independent ID information from 
information about media ID of a second 
medium and information about media ID of the 
first medium recorded temporarily in the mem- 
ory and recording the independent ID informa- 
tion in the second medium; and 
a deleting means for, after the independent ID 
information is formed, deleting, from the mem- 
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ory, information about media ID of the first 
medium recorded temporarily. 

8. A contents information processing unit according to 
claim 7, wherein 

information about media ID of the first media 
recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read 
out from the first medium, and 
information about media ID of the second 
media is information based on media ID of the 
second medium read out from the second 
medium. 

9. A contents information processing unit according to 
claim 7, wherein the independent ID information is 
differential ID information which is a differential 
value between media ID of the first medium and 
media ID of the second medium. 

10. A contents information processing unit for process- 
ing information about ID of each medium upon 
recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media 
ID of the first medium as an ID key into a second 
medium, the contents information processing unit 
comprising: 

a memory for temporarily storing information 
about media ID of the first medium; 
an independent ID information forming means 
for forming independent ID information from 
information about media ID of the second 
medium and information about media ID of the 
first medium recorded temporarily in the mem- 
ory and after the enciphered contents informa- 
tion and the enciphered key information are 
recorded in the second medium, recording the 
independent ID information in the second 
medium; and 

a deleting means for, after the independent ID 
information is formed, deleting, from the mem- 
ory, information about media ID of the first 
medium recorded temporarily. 

11. A contents information processing unit for process- 
ing information about ID of each medium upon 
recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media 



ID of the first medium as an ID key into a second 
medium, the contents information processing unit 
comprising: 

s a memory for temporarily recording information 

about media ID of the first medium in a condi- 
tion that the information about the media ID 
corresponds to data link ID; 
a data link ID writing means for recording the 

io data link ID into the first medium; 

an independent ID information forming means 
for, after the enciphered contents information, 
the enciphered key information and the data 
link ID are recorded into the second medium, 

15 obtaining information about media ID of the first 

medium recorded temporarily in the memory 
based on the data link ID read out from the sec- 
ond medium, forming independent ID informa- 
tion from information about media ID of the first 

20 medium and information about media ID of the 

second medium, and recording the independ- 
ent ID information in the second medium; and 
a deleting means for, after the independent ID 
information is formed, deleting, from the mem- 

25 ory, information about media ID of the first 

medium recorded temporarily. 

12. A contents information processing unit for process- 
ing information about ID of each medium upon 

30 recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 

35 ing the contents key with information about media 
ID of the first medium as an ID key into a second 
medium, the contents information processing unit 
comprising: 

40 a memory for temporarily recording information 

about media ID of the first medium and the 
enciphered key information in a condition that 
the information about the media ID and the 
enciphered key information correspond to data 

45 link ID; 

a data link ID writing means for recording the 
data link ID into the first medium; 
a memory reading means for, after the enci- 
phered contents information, the enciphered 

so key information and the data link ID are 

recorded in the second medium, reading out, 
based on the data link ID read out from the sec- 
ond medium, information about media ID of the 
first medium recorded temporarily and the enci- 

55 phered key information from the memory; 

an enciphered key information comparing 
means for comparing the enciphered key infor- 
mation read out from the second medium with 
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the enciphered key information read out from 
the memory by the memory reading means; 
an independent ID information forming means 
for, only when the enciphered key information 
comparing means determines that the two s 
enciphered key informations coincide, forming 
independent ID information from information 
about media ID of the second medium and 
information about media ID of the first medium, 
and recording the independent ID information w 
in the second medium; and 
a deleting means for, after the independent ID 
information is formed, deleting, from the mem- 
ory, information about media ID of the first 
medium recorded temporarily and the enci- 15 
phered key information. 

13. A contents information processing unit according to 
claim 1 0, wherein 

20 

information about media ID of the first media 
recorded temporarily in the memory is informa- 
tion based on media ID of the first medium read 
out from the first medium, and 
information about media ID of the second 25 
media is information based on media ID of the 
second medium read out from the second 
medium. 

14. A contents information processing unit according to 30 
claim 10, wherein the independent ID information is 
differential ID information which is a differential 
value between media ID of the first medium and 
media ID of the second medium. 

35 

15. A contents information processing unit according to 
claim 1 0, wherein the predetermined contents key 
is common key or public key and the ID key is com- 
mon key using media ID of the first medium or com- 
mon key using information obtained by converting 40 
the media ID of the first medium with a predeter- 
mined function. 



in backup medium from the first medium, and 
deleting the enciphered key information from 
the first medium; 

recording the enciphered contents information 
and the enciphered key information in the sec- 
ond medium from the backup medium; and 
recording, in the second medium, independent 
ID information comprised of information about 
media ID of the second medium and media ID 
of the first medium recorded temporarily in the 
memory, and deleting, from the memory, infor- 
mation about media ID of the first media 
recorded temporarily. 

17. A contents information processing unit for process- 
ing information about ID of each medium upon 
recording enciphered contents information and 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media 
ID of the first medium as an ID key through a 
backup medium into a second medium, the con- 
tents information processing unit comprising: 

a memory for temporarily storing information 
about media ID of the first medium; 
an independent ID information forming means 
for forming independent ID information from 
information about media ID of the second 
medium and information about media ID of the 
first medium recorded temporarily in the mem- 
ory, and after the enciphered contents informa- 
tion and the enciphered key information are 
recorded in the second medium from the 
backup medium, recording the independent ID 
information in the second medium; and 
a deleting means for, after the independent ID 
information is formed, deleting, from the mem- 
ory, information about media ID of the first 
medium recorded temporarily. 



16. A contents information recording method for 
recording enciphered contents information and 45 
enciphered key information from a first medium 
which records the enciphered contents information 
enciphered with a predetermined contents key and 
enciphered key information obtained by encipher- 
ing the contents key with information about media so 
ID of the first medium as an ID key into a second 
medium, the method comprising the steps of: 



recording temporarily information about the 
media ID of the first medium in a predeter- 
mined memory other than the first and second 
media, recording the enciphered contents 
information and the enciphered key information 



55 



18. A backup media, wherein 

enciphered contents information enciphered 
with a predetermined contents key, 
enciphered key information obtained by enci- 
phering the contents key with information about 
media ID of other media as ID key, and 
data link ID which is information about link des- 
tination to information about media ID of other 
media are recorded. 

19. A contents information deciphering method for 
obtaining contents information by decryption from a 
medium in which enciphered contents information 
enciphered with a predetermined contents key, 
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enciphered key information obtained by encipher- 
ing the contents key with information about media 
ID of other media as ID key, and independent ID 
information formed from information about media 
ID of the other media and information about media 5 
ID of a proper medium are recorded, the contents 
information deciphering method comprising: 

obtaining information about media ID of the 
other media from the independent ID informa- 10 
tion and media ID of the proper media and 
thereby deciphering the enciphered key infor- 
mation to obtain the contents key; and 
deciphering the enciphered contents informa- 
tion using the contents key. 75 

20. A contents information deciphering method accord- 
ing to claim 1 9, wherein 

information about media ID of the other media 20 
for forming the independent ID information is 
information based on media ID of other media 
read out from the other media, and 
information about media ID of the proper media 
for forming the independent ID information is 25 
information based on media ID of the proper 
media read out from the proper media. 



for forming the independent ID information is 
information based on media ID of the proper 
media read out from the proper media. 

23. A media, wherein enciphered contents information 
enciphered with a predetermined contents key, 
enciphered key information obtained by encipher- 
ing the contents key with information about media 
ID of other media as ID key, and independent ID 
information formed from information about media 
ID of the other media and information about media 
ID of a proper medium are recorded. 

24. A media according to claim 23, wherein 

information about media ID of the other media 
for forming the independent ID information is 
information based on media ID of other media 
read out from the other media, and 
information about media ID of the proper media 
for forming the independent ID information is 
information based on media ID of the proper 
media read out from the proper media. 



21. A contents information deciphering unit for obtain- 
ing contents information by decryption from a 
medium in which enciphered contents information 
enciphered with a predetermined contents key, 
enciphered key information obtained by encipher- 
ing the contents key with information about media 
ID of other media as ID key, and independent ID 
information formed from information about media 
ID of the other media and information about media 
ID of a proper medium are recorded, the contents 
information deciphering unit comprising: 

a contents key deciphering means for obtaining 
information about media ID of the other media 
from the independent ID information and media 
ID of the proper media and thereby deciphering 
the enciphered key information to obtain the 
contents key; and 

a contents information deciphering means for 
deciphering the enciphered contents informa- 
tion using the contents key. 

22. A contents information deciphering unit according 
to claim 21, wherein 
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information about media ID of the other media 
for forming the independent ID information is 
information based on media ID of other media 
read out from the other media, and 
information about media ID of the proper media 
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